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ubuntu®

How to Recover deleted files
in:Ubuntu through TestDisk

We all know the feeling of losing a file, looking fFor it in the trash, and not even finding
it there. Luckily the trauma is temporary and there are various tools available through
which you can get your lost file back. Most of these tools recover the lost files from
the previous images(memory state) of your system. One of such tools is the tried,
tested, and extremely dependable TestDisk utility. TestDisk is a free data recovery
software designed to help recover lost partitions and/or make non-booting disks
bootable again when these symptoms are caused by faulty software, certain types of
viruses, or human error. It can also be used to repair some filesystem errors.

In this article, we will explain how to recover your accidentally lost Files on Ubuntu
through the TestDisk utility.

We have run the commands and procedures mentioned in this article on an Ubuntu
20.04 LTS and Ubuntu 18.04 LTS system. This guide also works on Debian 10.

The Scenario

So, the situation is that | mistakenly deleted, even from the Trash can, a document Ffile
(.docx) that was present in my /home/[user]/Downloads folder. Now | have to find a
way out through which I can restore the file to its previous location. Or at least restore
it to any location where | can access it and then move it to my required directory.

Here is a step-by-step process that will help me, and also you, in restoring a mistakenly
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Open your Ubuntu command line, the Terminal, either through the system application
launcher search or through the Ctrl+alt+T shortcut.

Then run the following command as sudo in order to install the TestDisk utility:
$ sudo apt-get install testdisk

Please note that only an authorized user can add/remove and configure software on
Ubuntu. Please enter the password for sudo after which the utility will be installed on
your system.

| File Edit View Search Terminal Help
Isana@sana-HP-ProBook-4530s:~$ sudo apt-get install testdisk
[sudo] password for sana-
Reading package lists_... Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer requir
girl.Z2-appindicator3-0.1 girl.2-keybinder-3.0 libkeybinder-3.0-0
Use 'sudo apt autoremove' to remove them.
The following NEW packages will be installed:
testdisk
® upgraded, 1 newly installed, ® to remove and 18 not upgraded.
Need to get 344 kB of archives.
After this operation, 1,330 kB of additional disk space will be use
Get:1 http://pk.archive_ubuntu.com/ubuntu bionic/universe amd64 te:
.0-3build? [344 kB]
Fetched 344 kB in 1s (245 kB/s)
Selecting previously unselected packa
(Reading database ... 191323 files an

ge testdisk.
d directories currently installed.)

You can verify if the utility is indeed installed on your system and also check its version
number by using the following command:

S testdisk --version

Or,

S testdisk -v
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Step 2: Run testdisk and create a new
testdisk.log File

Use the following command in order to run the testdisk command-line utility:

S testdisk

The output will give you a description of the utility. It will also let you create a
testdisk.log file. This File will later include useful information about how and where
your lost file was found, listed, and resumed.

sana@sana-HP-ProBo

File Edit View Search Terminal Help

estDisk 7.0, Data Recovery Utility, April 2015
hristophe GRENIER <grenierf@icgsecurity.org>
ttp://www_cgsecurity._org

tons and/or make non-booting disks boota \
sed by faulty software, certain types of wviruses or human error.
t can also be used to repair some filesystem errors.

nformation gathered during TestDisk use can be later
eview. If you che to create the text file, testdlsk lng , it

iill contain TestDisk options, technical information and various
yutputs; including any fuldw|;f1lw names TestDisk was used to find and
ist onscreen.

Ise arrow le' to select, then press Enter key:
’ eate new log file

[ Append ] ﬁppwnd information to log file

[ No Log ] Don't record anything

The above output gives you three options about what to do with this file:
Create: (recommended)- This option lets you create a new log file.

Append: This option lets you append new information to already listed information in
this File from any previous session.
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Important: TestDisk is a pretty intelligent tool. It does know that many beginners will
also be using the utility for recovering lost files. Therefore, it predicts and suggests the
option you should be ideally selecting on a particular screen. You can see the
suggested options in a highlighted Form. You can select an option through the up and
down arrow keys and then hit Enter to make your choice.

In the above output, | would opt for creating a new log File. The system might ask you
the password for sudo at this point.

Step 3: Select your recovery drive

The utility will now display a list of storage drives attached to your system. In my case,
it is showing my hard drive as it is the only storage device on my system.

File Edit View Search Terminal Help

@, Data Recovery Utility, April 2015
Christophe GRENIER <grenier@cgsecurity._org=>
http://www_cgsecurity.org

TestDisk is f software, and
comes with ABSOLUTELY NO WARRANTY .

Select a media (use Arrow keys, then press Enter):
298 GiB - Hitachi HTS723232A7A364

[ Quit ]

Note: Disk capacity must be c tly detected for a successful recovery.
If a disk listed above has incorrect size, check HD jumper settings,
detection, and install the latest 0S5 patches and disk drivers.

Select Proceed, through the right/left arrow keys and hit Enter. As mentioned in the
note in the above screenshot, the correct disk capacity must be detected in order for
successful File recovery to be performed.

Please note that at this point, your system might not display all the connected devices
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Step 4: Select Partition Table Type of your
Selected Drive

Now that you have selected a drive, you need to specify its partition table type on the
following screen:

File Edit View Search Terminal Help
Tn-_'_1'[1. sk T EII Dd"’d Re ry Utility, April 2015
@cgsecurity_org=

Disk /dev/sda - 320 GB / 298 GiB - Hitachi HTS723232A7A364

Please select the partition table type, press Enter when done.
Intel/PC partition
EFI GPT] EFI GPT partition map (Mac 1386, some x86_64__.)
HUNdr Humax partition table
Apple partition map

Sun Solaris partition
XBox partit

[
[ ]
LE ]
[hlnH ] Non partitioned media
[5 ]
[X ]
[PHTUIH ] Return to dis

( NHdld wlfh nnlv a :1ngle partition. It's very
h-n partitioned’.

The utility will automatically highlight the correct choice. Press Enter to continue.

If you are sure that the testdisk intelligence is incorrect, you can make the correct
choice from the list and then hit Enter.

Step 5: Select the ‘Advanced’ option for
file recovery

When you have specified the correct drive and its partition type, the following screen
will appear:
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sana@sana-HP-ProBook-4530s: ~

File Edit View Search Terminal Help

TestDisk 7.0, Data Re ry Utility, April 2015
E stophe GRENIER =grenierficgsecurity.org=>
http://www.cgsecurity.org

8 GiB - Hitachi HTS723232ATA364

size=512
current partition structure and search for lost partitions

Chang

Modif

Write k MBR code to first sector
ta in the partition table

Return to disk selection

ccessful recovery. 'Analyse'
al geometry is mismatched.

Recovering lost files is only one of the features of testdisk; the utility offers much
more than that. Through the options displayed in the above screenshot, you can select
any of those features. But here we are interested only in recovering our accidentally
deleted file. For this, select the Advanced option and hit Enter.

In this utility, if you reach a point you did not intend to, you can go back by using the q
key.

Step 6: Select the drive partition where
you lost the File

If your selected drive has multiple partitions, the following screen lets you choose the
relevant one from them.
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sana@sana-HP-ProBook-4530s: ~

File Edit View Search Terminal Help

TestDisk 7.0, Data Recovery Utility, April 2015
Christophe GRENIER <grenier@cgsecurity.org=>
http://www_cgsecurity . org

Disk /dev/sda - 320 GB / 298 GiB - CHS 38913 255 6

Partition Start End
1 * HPFS - NTFS 6 32 3 38 94 56 614400
Z P HPFS - NTFS 38 94 33679 126 47 540444672
3 P HPFS - NTFS 33679 126 48 854 94 56 18874368

3
4 E extended 34854 127 24 38913 70 5 65204226
3

> 5 L Linux 34854 127 2 8913 70 5 65204224

[ Type ] [Superblock] [Image Creation] [ Quit ]

List and copy files

| lost my File while | was using Linux, Ubuntu. Make your choice and then choose the
List option from the options shown at the bottom of the screen.

This will list all the directories on your partition.

Step 7: Browse to the directory from
where you lost the file

When the testdisk utility displays all the directories of your operating system, browse
to the directory from where you deleted/lost the file. | remember that | lost the file
from the Downloads folder in my home directory. So | will browse to home:
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File Edit View Search Terminal Help
TestDisk 7.0, Data Recovery Utility, April 2015
Christophe GRENIER <grenier@cgsecurity.org>
http://www_cgsecurity._org

5 L Linux 4854 127 26 38913
Directory /[

24-Feb-2019
23-Jan-2019
26-Apr-2018
19-Feb-2019
19-Feb-2019
26-Apr-2018
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10-Jan-2619 B09:58
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12-Feb-2019
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1-Feb-2019
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Then, my username (sana):
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sana@sana-HP-ProBook-4530s: ~

File Edit View Search Terminal Help
TestDisk 7.8, Data Recovery Utility, April 2015
Christophe GRENIER <grenier@cgsecurity._org>
http://www_cgsecurity.org

5 L Linux 34854 127 26 38913 7O 5 65204224
Directory /home

drwxr-xr-x 4096 29-Dec-2018 12-00 .
drwxr-xr-x 4096 26-Feb-2019 16-02 ..
=drwxr-xr-x 1000 1000 4096 26-Feb-2019 11:83 sana

Next
Use Left arrow to go back, Right to change directory. h to hide deleted files
g to quit, : to select the current file, a to select all files
C to copy the selected files, € to copy the current file

And then the Downloads folder:

sana@sana-HP-ProBook-4530s: ~

File Edit View Search Terminal Help

estDisk 7.0, Data Recovery Utility, April 2015
hristophe GRENIER <grenier@cgsecurity.org>
ttp://www_cgsecurity_org
5 L Linux 34854 127 26 38913 70 65204224
Directory [home/sana
Previous
1000 1000 3771 29-Dec-2018 12: _bashrc
1000 16000 220 29-Dec-2018 12: _bash_logout
1000 16000 8980 29-Dec-2018 12: examples _desktop
1000 1000 807 29-Dec-2018 12- .profile
1000 1000 4096 30-Jan-2019 10- -gnupg
16060 1000 4096 20-Feb-2019 11-: .cache
16608 16000 4096 29-Dec-2018 12- _local
1660686 16000 4096 26-Feb-2019 11- _config
drwxr-xr-x 1000 1000 4096 26-Feb-2019 10: Desktop
drwxr-xr-x 10080 16000 4096 26-Feb-2019 10: Public
1000 1000 39320 26-Feb-2019 09 _ICEauthority
>drwxr-xr-x 26-Feb-20819 :
drwxr-xr-x 10080 160600 4096 29-Dec-2018 12:09 Templates
drwxr-xr-x 10080 166060 4096 26-Feb-2019 16:26 Documents
Next
se Left arrow to go back, Right to change directory, h to hide deleted files

https://vitux.com/how-to-recover-deleted-files-in-ubuntu-through-testdisk/




31/07/2023, 10:30 How to Recover Deleted Files in Ubuntu through TestDisk - VITUX

When you have reached your required directory, you will see the deleted files in
colored or highlighted form.

And, here is see my lost file “accidently_removed.docx” in the list. Of course, it is
named this as | had to illustrate the whole process to you.

File Edit View Search Terminal Help
TestDisk 7.0, Data Recovery Utility, April 2615
Christophe GRENIER <g r@ =
http://www_cgsecurity. orc

5 L Linux 34854 127 26 389
Directory /home/sana/Downloads

drwxr-xr-x 1000 1080
drw -x 1000 1000
drwxr-xr-x &) 3] AROG

-Tw-rwW-r-- 1000 10008 151496

(=]
i

06 .
-3 .
1:86 home
51 Lock Ubuntu_docx

Pl Md P P
o O
[

LA
|

Next
Use Left arrow to go back, Right to change direc h to hide deleted files
q to quit, : to ct the current file, =
C to copy the selected files. ¢ to copy

Step 8: Copy the deleted file to be
restored

By now, you must have also found your lost file in the list. Use the C option to copy the
selected file. This file will later be restored to the location you will specify in the next
step.

Step 9: Specify the location where the
found file will be restored

Now that we have copied the lost file that we have now Found, the testdisk utility will
display the following screen so that we can specify where to restore it.
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| am specifically selecting the location from where I lost the file, my Downloads folder:

sana@sana-HP-ProBook-4530s: ~
File Edit View Search Terminal Help
7.0, Data Recovery Utility, April 2015

quit
fhome fsana/Downloads
X b 1006 4096
XI-X 1000 4096 26-Feb-2019 22-33
>drWxr-xr-x 26-Feb-2019 11:
-rW-rw-r-- 10608 1060 151496 25-Feb-2019 09-51 Lock Ubuntu._docx

Step 10: Copy/restore the file to the selected
location

After making the selection about where you want to restore the Ffile, click the ¢ button.
This will restore your Ffile to that location:

sana@sana-HP-ProBook-4530s: ~

File Edit View 5earch Terminal Help
sk 7.0, =

WWW_CQs
5 L Linux
)Jirectory /homefsana/Downloads
py done! 703 ok, 0 failed
>drwxr-xr-x 1000

drwxr-xr-x 1008 1008

drwxr-xr-x 8 ] 6 : -

-TW-TwW-r-- 1000 1000 151496 25-Fe 0:-5] Ubuntu.docx
-TW-TW-T-- 3] B p 26-Feb-2019 10:58 accidently r

See the text in green in the above screenshot? This is actually great news. Now my file
is restored on the specified location.

This might seem to be a slightly long process but it is definitely worth getting your lost
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We all need this tool time and again, but if you want to delete it till you further need it
you can do so through the following command:

$ sudo apt-get remove testdisk

You can also delete the testdisk.log file if you want. Enjoy getting your lost file back
and thank TeskDisk!
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